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Online artificial intelligence (AI) algorithms are an
important component of digital health interventions.
These online algorithms are designed to continually
learn and improve their performance as streaming
data are collected on individuals. Deploying online
AI presents a key challenge: balancing adaptability of
online AI with reproducibility. Online AI in digital
interventions is a rapidly evolving area, driven by
advances in algorithms, sensors, software and devices.
Digital health intervention development and deploy‑
ment is a continuous process,where implementation—
including the AI decision‑making algorithm—is in‑
terspersed with cycles of re‑development and opti‑
mization. Each deployment informs the next, making
iterative deployment a defining characteristic of this
field. This iterative nature underscores the importance
of reproducibility: data collected across deployments
must be accurately stored to have scientific utility,
algorithm behaviour must be auditable and results
must be comparable over time to facilitate scientific
discovery and trustworthy refinement. This article
proposes a reproducible scientific workflow for devel‑
oping, deploying and analysing online AI decision‑
making algorithms in digital health interventions.
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Grounded in practical experience from multiple real‑world deployments, this workflow
addresses key challenges to reproducibility across all phases of the online AI algorithm
development life cycle.
This article is part of the theme issue ‘Statistical workflow’.

1. Introduction
Digital health interventions—or simply digital interventions—present an opportunity to address
substantial health challenges. Leveraging ubiquitous technologies such as smartphones andwear‑
able devices, these interventions are delivered directly to individuals as they go about their daily
lives. For example, individuals may receive reminders to take prescribed medication, prompts
encouraging physical activity after long periods of inactivity or supportive messages during pe‑
riods of elevated stress. These actions—delivered through mobile notifications, text messages or
app‑based interfaces—aim to promote healthy behaviours in their natural environment. Digital
interventions are now used across a wide range of health contexts, including depression [1,2],
medication adherence [3], substance use [4–7], physical health [8,9], cardiovascular disease [10],
cancer recovery [11] and many more.

Because the field of digital interventions is an evolving area, driven by rapid advances in
software, sensors and wearable devices, the field is inherently dynamic, driven by a process of
continuous improvement that involves designing, testing, refining and re‑deploying interventions.
Data collected during each deployment play a dual role: (i) they support scientific discovery by
enabling the evaluation of intervention efficacy and the analysis of individual behaviours and (ii)
they inform the (re)development of the intervention and any associated algorithm(s). Here,we use
the term deployment to refer to the release and operation of a digital intervention in a real‑world
environment. This process of continuous improvement—driven by successive deployments and
refinements—is fundamental to how digital intervention research and practice evolve, enabling
interventions to respond to not only changes in operating systems, sensors and wearable devices
but also real‑world societal changes and individual diversity.

Challenges in this continuous improvement process are many. Models or insights developed
in one deployment may fail to transfer effectively to subsequent ones, due to changes in popula‑
tion characteristics, social dynamics, technological platforms, intervention delivery mechanisms
and environmental contexts. Second, even within a single deployment, individuals differ widely
in their needs, preferences and circumstances affecting their engagement with and response to
interventions. To address these challenges, digital interventions have begun utilizing online ar‑
tificial intelligence (AI) decision‑making algorithms [12–14]. Here, the term online refers to AI
decision‑making algorithms that leverage streaming within and between individual data—such
as passive sensing and self‑reports—to learn parameters in a model for health outcomes and
update estimates of these parameters repeatedly as new data become available during deploy‑
ment, in contrast to offline algorithms, which learn model parameters on historical data which
then remain fixed throughout deployment. Online AI decision‑making algorithms make use of
this online learning to make decisions regarding which and when to deliver interventions during
deployment.

Unlike traditional data collection settings, digital interventions employing online AI decision‑
making algorithms operate within an adaptive feedback loop: past data inform the algorithm’s
current intervention decisions—such as sending a prompt or amessage—which, in turn, influence
individual biobehavioural outcomes and thus the data collected in the future (see figure 1) [15].
This dynamic interdependence introduces tightly coupled system behaviours, where seemingly
minor changes can cascade into substantial shifts in data distributions, individual engagement
and intervention outcomes. As a result, the need for reproducibility becomes especially acute in
such systems.
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Figure 1. Adaptive feedback loop of an online AI decision-making algorithm. Data collected during deployment inform the
algorithm’s intervention decisions—such as sending a prompt, a supportive message or a behavioural recommendation—
which, in turn, influence the individual’s future behaviour and the data subsequently collected.

The continuous improvement of digital intervention deployments relies on the ability to learn
from past deployments—using collected data and observed outcomes to refine interventions and
algorithms. For this process to support cumulative scientific progress and continuous data‑driven
improvements, the intervention system must produce data that are reproducible. This article fol‑
lows the National Academies of Science, Engineering and Medicine Consensus Report definition
of reproducibility as the ability to obtain consistent results using the same input data, computa‑
tional steps, methods and conditions of analysis [16]. Critically, reproducibility is a prerequisite
for replicability, which is the ability to achieve consistent results across deployments aimed at an‑
swering the same scientific question but using independent data and potentially in a different
implementation setting. While the National Academies definition provides a broad foundation,
reproducibility in online AI digital interventions is multifaceted. This article distinguishes three
complementary forms of reproducibility in online AI for digital health: design reproducibility,
deployment reproducibility and inference reproducibility.

— Design reproducibility. Ability to rerun algorithm development and evaluation under
identical conditions—for instance, replicating results in a digital twin testbed given the
same input data, computational steps and random seeds. It can bemeasured by verifying
whether identical simulations and training pipelines yield identical outputs.

— Deployment reproducibility. Ability to reproduce system behaviour during real‑world
operation—for instance, ensuring that identical inputs and model states yield identical
decisions at runtime. It can be measured by verifying that decisions are fully traceable
and auditable through logs, version control and monitoring systems, including replay‑
ing logged states to confirm identical outputs or stress‑testing monitoring systems to
ensure that decision failures are consistently captured.

— Inference reproducibility. Ability to obtain consistent scientific findings from deployment
data, including analyses of algorithm performance and behavioural outcomes.

These terms are introduced here for completeness, but the remainder of this article focuses pri‑
marily on design and deployment reproducibility, as inference reproducibility with regard to
inference based on analyses of existing data has been addressed in some detail in the literature,
for example, see [17,18]. Reproducibility in the setting of online AI in digital health serves two
complementary aims. First, it underpins scientific trustworthiness, ensuring that results generated
during deployment can be interpreted and verified. Second, it supports continuous improvement,
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providing a stable and auditable foundation on which algorithms and interventions can be iter‑
atively refined across deployments. These aims are aligned but not identical, and distinguishing
between them clarifies how reproducibility contributes both to scientific validity and to system
evolution.

This article argues that reliable and stable infrastructure facilitates reproducibility. Reliabil‑
ity ensures that system behaviours remain consistent across contexts and time, thereby enabling
scientific findings to be meaningfully interpreted and independently validated. Instability—
understood as the breakdown of reliability—can be broadly categorized into two types: (i)
engineering instability, stemming from issues such as inconsistent codebases, misaligned ex‑
ecution environments or deployment mismatches and (ii) algorithmic instability, arising from
learning procedures lacking practical convergence guarantees or abrupt changes to model logic.
The adaptive feedback loop present in online AI decision‑making algorithms can further exac‑
erbate issues caused by both forms of instability, making the same recorded experimental in‑
puts yield different and often unexpected outcomes at different times—ultimately challenging
reproducibility and the iterative development cycle of online AI in digital interventions. Note
that instability is not synonymous with uncertainty. In online settings, explicitly accounting for
uncertainty—such as drift in the distribution of health outcomes and variability in individual en‑
gagement and outcomes—may yield less precise estimates, but conclusions that are ultimately
more reproducible, trustworthy and generalizable.

To address these challenges, this article proposes a reproducible workflow tailored for re‑
searchers and developers designing online AI digital interventions. Theworkflow provides struc‑
tured guidance for building systems in which data and outcomes from each deployment can
meaningfully contribute to ongoing scientific learning and system refinement. It is designed
to help developers anticipate and manage the sources of instability identified above—ensuring
that their systems not only function reliably in real time but also support long‑term, cumulative
learning. The remainder of the paper is organized as follows: §2 provides backgroundon the struc‑
ture of online AI algorithms and the digital interventions in which they are deployed. Section 3
presents the proposed workflow, organized around key stages in the digital intervention system
life cycle. Section 4 offers practical recommendations drawn from real‑world deployments, and
§5 discusses broader implications, limitations and future directions.

2. Background
This section describes the underlying components of onlineAI decision‑making algorithms, along
with examples of digital intervention involving AI algorithms that were deployed by the authors.
The section begins by outlining two core components that are common across many such algo‑
rithms, followed by brief descriptions of real‑world digital interventions that serve as running
examples throughout the article and ground the workflow in practical deployment contexts.

(a) Components of online AI algorithms
Online AI decision‑making algorithms deployed in digital health interventions are typically
composed of two interdependent components:

(i) Online learning/update procedures. This component governs how the algorithm learns and
adapts over time based on new data. It is responsible for updating the parameters of the
algorithm’s model using information collected during deployment. The updates may
occur continuously, at fixed intervals or in response to specific triggers (e.g. user events
or contextual changes), and are often subject to constraints on computation, memory or
communication.

(ii) Optimization/decision‑making. This component determines, in real time, what interven‑
tion to deliver given the current context (e.g. data from sensors, self‑report data, etc.)
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and the algorithm’s learned model parameters. It aims to optimize a predefined util‑
ity function—such as maximizing individual engagement or behaviour change—while
satisfying practical and ethical constraints on intervention burden and safety.

(b) Reference interventions
Throughout this article, insights and examples are drawn from several real‑world digital health
interventions that the authors have been involved in. Each of these interventions deployed an
online AI decision‑making algorithm. These interventions will provide context for the workflow
and recommendations discussed in later sections. Examples were specifically selected to illustrate
both the successes and failures of the authors in designing and deploying an online AI algorithm
as part of a digital intervention evaluated in a clinical trial: HeartSteps (ClinicalTrials.gov ID:
NCT03225521), Oralytics (NCT05624489) and MiWaves (NCT05824754). In each example below,
the goal of the intervention, the specific decision task assigned to the online AI—implemented as
a reinforcement learning (RL) agent—and the contextual factors used to inform that decision, are
highlighted.

(i) HeartSteps

The HeartSteps digital intervention [19–22] is designed to promote physical activity by deliver‑
ing contextually tailored activity suggestions through smartphones and wearables. HeartSteps
integrates a commercially available fitness tracker with a mobile application to sense individuals’
behaviour and context. HeartSteps uses an online RL algorithm [8] to decide, five times daily,
whether or not to deliver an activity suggestion based on individuals’ current context including
prior intervention dose and physical activity.

(ii) Oralytics

The Oralytics digital intervention [23] is designed to improve oral self‑care behaviours in indi‑
viduals at risk of dental disease. Oralytics integrates a commercially available electric toothbrush
with Bluetooth connectivity and a mobile application to sense individuals’ brushing behaviour.
An online RL algorithm [24,25] is utilized to determine, twice daily, whether or not to deliver an
intervention prompt based on recent brushing behaviour, date and time and recent engagement.

(iii) MiWaves

The MiWaves digital intervention [26] is designed to help emerging at‑risk adults reduce their
cannabis use. MiWaves uses a mobile application to collect individuals’ self‑monitoring informa‑
tion. MiWaves uses an online RL algorithm [4,27] to determine, twice daily, whether or not to
deliver an intervention prompt containing behaviour change strategies based on recent cannabis
use, time of day and recent engagement in the behaviour change strategies.

3. Workflow for online AI in digital health
This section introduces an end‑to‑end workflow for developing, testing, deploying and analysing
online AI‑based decision‑making algorithms in digital health, with reproducibility as a central
design goal. The workflow is intended for researchers and practitioners building digital inter‑
ventions that incorporate online AI, and who aim to ensure that the data, decisions and out‑
comes generated during deployment can support scientific learning and continuous improve‑
ment. Illustrated in figure 2, the workflow is structured into three key phases: (i) designing the
online AI decision‑making algorithm, (ii) integration, assurance and deployment in real‑world
environments, and (iii) post‑deployment data analysis and inference.
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Figure 2. End-to-end reproducible workflow for online AI decision-making algorithms in digital health interventions. The
workflow consists of three key phases: (i) algorithm design informed by past deployment data and digital twin(s), (ii) sys-
tem integration, assurance and deploymentwith supporting infrastructure andmonitoring systems, and (iii) post-deployment
data analysis and inference to evaluate performance and guide future algorithm and intervention iterations.

(a) Phase 1: designing the online AI decision-making algorithm
Reproducibility considerations begin during the algorithm design phase, where past deployment
data and inference inform two key activities: (i) generating candidate decision‑making algorithms and
(ii) evaluating the candidate decision‑making algorithms in digital twin testbeds.

The candidate algorithmsmust account for real‑world deployment constraints such as latency,
bandwidth and computational resources. These constraints influence not only how algorithms
perform in deployment, but also what aspects of their behaviour can be reliably reproduced. For
instance, the interventions discussed in this article (HeartSteps, Oralytics andMiWaves) executed
most of the online AI algorithm logic in the cloud, enabling greater control over computation,
logging and versioning. By contrast, interventions that rely on on‑device computation and stor‑
age [28,29] must contend with stricter resource constraints and increased variability in execution
environments—such as limited processing power, memory and storage capacity on wearables
and smartphones. These limitations can directly impact reproducibility. For example, when stor‑
age is limited, devicesmay be unable to store all intermediate computation outputs or full decision
logs. Thismay force systemdesigners to incorporate lossy compression or selective storage of only
the highest priority outputs for reproducibility, making it impossible to perfectly reconstruct the
algorithm’s behaviour post hoc.

To ensure that candidate algorithms are robust and reproducible under such real‑world condi‑
tions, their performancemust be thoroughly evaluated prior to deployment. The digital twin plays
a central role in this process. It is constructed using historical deployment data to replicate key
features of an individual’s behaviour, contextual dynamics and intervention responses [30]. By
grounding the digital twin in empirical data distributions—such as engagement patterns, outcome
trajectories or contextual variable transitions—researchers can construct a high‑fidelity digital ap‑
proximation of the deployment setting. Within this twin, one can instantiate multiple simulation
environments by systematically varying key parameters that represent real‑world uncertainties.
These include changes in the magnitude or variability of treatment effects, levels of individu‑
als’ heterogeneity, degrees of contextual drift and patterns of data missingness or latency. Each
combination of these factors defines a distinct environment, reflecting a scenario that domain ex‑
perts and researchers might reasonably expect to encounter in deployment. These environments
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serve as a low‑cost, low‑stakes and highly controllable sandbox, allowing algorithm designers to
rapidly prototype, compare and refine candidate algorithms without risking harm to individuals
or incurring the overhead of live deployments.

Following the construction of the digital twin, the parameters of each candidate decision‑
making algorithm are tuned to optimize performance acrossmultiple simulation environments in
the testbed. This tuning process may include incorporating priors derived from past deployment
data, performing hyper‑parameter searches, etc. Once tuned, the candidate algorithms undergo
rigorous evaluation across multiple simulation environments within the testbed. This evaluation
enables the triage and selection of the most promising candidate(s) based on predefined crite‑
ria. In many cases, this includes multi‑objective optimization, balancing factors like performance,
fairness and stability. The selected algorithm is then advanced to the next phase of the workflow:
integration, testing and deployment. Taken together, these activities illustrate how phase 1 con‑
tributes to design reproducibility: by enabling algorithmdevelopment and evaluation to be repeated
under identical conditions, such as rerunning digital twin simulations with the same input data,
computational steps and random seeds.

(b) Phase 2: integration, assurance and deployment
Once an online AI‑based decision‑making algorithm has been finalized, the focus shifts to em‑
bedding the algorithm within an intervention delivery system. This integration phase is critical for
enabling the online AI algorithm to interact with real‑world individuals and data in real time.

The first step in this phase involves connecting the online AI decision‑making algorithm to
the broader supporting decision‑making infrastructure. This infrastructure typically includes three
major components: data collection components (e.g. sensors and individual inputs), user inter‑
faces and the intervention backend. Data collection components include both data from passive
sensors—from wearable devices and smartphones (e.g. GPS, accelerometer)—and active inputs
by individuals that capture self‑reported mood, stress, cravings, etc. These diverse data streams
may provide the contextual data necessary for the online AI‑based decision‑making algorithm to
function effectively.User interfacesmay include applications throughwhich the individual can in‑
teract with the intervention. Specifically in mobile health interventions, well‑designed interfaces
can be critical for individual engagement, adherence andultimately the success of the intervention
[31,32]. Finally, the intervention backend coordinates all computational and logistical operations.
Thismay include pre‑processing raw sensor or self‑report data into structured features,managing
decision scheduling logic (e.g. determining when the algorithm’s decision‑making capabilities or
update procedures should be triggered) and routing the assigned interventions to the individual’s
interface for delivery. Additionally, digital intervention systemsmay also incorporate a dedicated
monitoring system. A monitoring system is a set of tools and processes used to track critical com‑
ponents of the digital intervention. Monitoring is essential in digital health applications, where
individual safety and system reliability are paramount. A monitoring system typically logs deci‑
sions, system states and errors, and may include alerting mechanisms to flag abnormal software
behaviour or intervention delivery failures [33,34].

Once the integration is complete, the intervention system undergoes extensive quality assur‑
ance testing to ensure safe and reliable operation under realistic conditions. Testing may begin
with automated simulations, where artificial inputs are streamed into the system to verify data
flow, decision logic and intervention delivery. This allows developers to identify and fix issues in
a controlled environment before involving real individuals. The systemmay then progress to beta
testing or pilot deployments, where a small group of individuals interacts with the intervention
under supervised conditions. These tests help verify correct data processing, validate algorithmic
responses to real‑time contexts and reveal potential issues such asmessage delays, sensor dropout
or latency. Following successful quality assurance testing, the intervention system incorporating
the online AI decision‑making algorithm is ready for real‑world deployment. Taken together,
these activities contribute to deployment reproducibility, ensuring that identical inputs and model
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states lead to the same intervention decisions and that all system behaviours can be reconstructed
and audited through comprehensive logging, monitoring and version control.

(c) Phase 3: post-deployment data analysis and inference
Subsequent sections do not address the reproducibility of phase 3—from deployment data pre‑
processing to offline analysis and inference—as this topic has been extensively explored in prior
work [17,18,35] and falls outside the scope of this article. However, for completeness, a brief
overview of this phase is provided.

After deployment is completed, the intervention system (incorporating the online AI decision‑
making algorithm) generates a stream of data—including contextual variables, algorithmic de‑
cisions and observed outcomes—which is processed and analysed offline. This analysis plays a
critical role in interpreting system behaviour and guiding future development. Specifically, this
phase serves three primary purposes: (i) to evaluate algorithm performance and behaviour, (ii)
to guide future iterations of the algorithm and the intervention system, and (iii) to support sci‑
entific discovery, including investigations into mechanisms of behaviour change. Offline analysis
leverages the deployment data—including contextual variables, algorithmic decisions and ob‑
served outcomes—to answer a range of scientific and engineering questions. Depending on the
evaluation goals, this analysis may involve statistical, causal inference or machine learning meth‑
ods to assess whether the algorithm achieved its intended outcomes [25,36], identify unintended
consequences or examine variation in effectiveness across subpopulations [37]. Techniques such
as counterfactual modelling, heterogeneous treatment effect estimation and mediation analysis
are commonly used to support these objectives [38,39]. In addition, algorithmic stability is of‑
ten evaluated to determine how sensitive the system’s decisions are to small changes in input
data or modelling assumptions [40], which is particularly important in high‑dimensional or noisy
settings.

Beyond evaluation, the collected data are used to refine future decision‑making algorithms
and intervention systems. This can involve retraining on new or more diverse datasets, updating
model parameters to reflect the newly observed data distributions, or generating new candidate
algorithms informed by recent deployment outcomes. Insights from offline analysis may also be
used to construct more representative simulation environments, thereby improving the fidelity
and robustness of subsequent simulation testbeds (phase 1).

Overall, this phase closes the loop in the online AI algorithm development workflow by feed‑
ing empirical evidence from real‑world deployment back into the design phase for subsequent
deployments. This iterative process enables data‑driven refinement of digital health interventions,
supporting both immediate enhancements and long‑term system evolution. Although a detailed
discussion is beyond the scope of this article, phase 3 directly involves inference reproducibility, to
ensure that analyses of deployment data can be interpreted and contribute to cumulative scientific
progress.

Finally, the above workflow can also be understood within the PCS framework for veridical
data science [17,18], which emphasizes predictability, computability and stability as foundations
for trustworthy analysis. In the digital intervention setting, careful construction of digital twin
environments, enactment of pilot studies and use of monitoring systems can contribute to P (pre‑
dictability/reality check), while practices such as version control, logging and stability assessments
can contribute to S (stability) bymaking decision‑making reproducible and robust to perturbations
in data and context. Considerations of infrastructure, compute resource management and system
integration can contribute to C (computability). Here, recent work on simulation design under the
MERITS framework [41] provides additional practical guidance, particularly for the construction
of digital twins that are modular, efficient, realistic, intuitive, transparent and stable. Framing
the above workflow through PCS highlights its alignment with broader principles of veridical
data science. An illustrative case study of a sleep intervention with wearable sensors, showing
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how each phase of the workflow can be implemented in practice, is provided in the electronic
supplementary material.

4. Recommendations
While the workflow in §3 outlines how online AI decision‑making algorithms can be devel‑
oped and deployed in digital health settings, ensuring reproducibility in practice requires careful
attention to system design, logging and deployment procedures. This section offers concrete
recommendations for improving reproducibility and reliability across each phase of the work‑
flow. These recommendations are grounded in lessons from real‑world deployments—including
HeartSteps, Oralytics and MiWaves, described in §2b—and address common failure modes and
engineering challenges encountered in practice.

(a) Software environments and isolation

Ensure workflow and system component isolation
Ensure strict separation between development, testing and deployment environments,
and isolate system components (e.g. using containers such asDocker) to avoid interference
and ensure stable operation.

A software environment refers to the complete configuration—software libraries, operating sys‑
tem, dependencies and runtime settings—within which an AI algorithm or digital health inter‑
vention system operates. In the context of online AI in digital interventions, this includes both
the environment in which algorithmic decisions are made and the broader system that supports
data collection, processing and intervention delivery. To ensure reliability in the intervention sys‑
tem, it is essential to maintain a clear separation between development, testing and deployment software
environments. This separation ensures that modifications or instability during the development
process do not accidentally propagate into deployment, and that testing reflects deployment con‑
ditions as closely as possible. For instance, suppose developers are working on a new version of
the decision‑making algorithm in the development environment while an ongoing deployment
is actively running. If the environments are not clearly separated—for example, if both versions
share a codebase or infrastructure—a partially tested update from the development environment
might inadvertently be pushed into the current deployment. Imagine that this update introduces a
bug that causes the algorithm to skip generating interventions under certain conditions (e.g. when
recent sensor data are missing). This could lead to reduced intervention delivery, compromising
both individual outcomes and the integrity of the collected data. Moreover, if the deployment
logs do not reflect that a new version was unintentionally introduced, researchers analysing the
data post hocmay be unable to reconcile the algorithm’s behaviour with the recorded system state,
ultimately undermining reproducibility.

Beyond this vertical separation across workflow stages, a second form of separation—component‑
level isolation within the deployment software environment—is crucial for the reliable functioning of online
AI systems during phase 2: integration, testing and deployment. The digital intervention system
typically comprises multiple components running concurrently: the online AI decision‑making
algorithm, backend servers, databases, sensors and user interfaces. Some of these components
may be co‑located on shared infrastructure (e.g. a cloud machine or mobile device), leading to
potential interference through shared memory or processing resources. Isolation, in this context,
refers to the runtime separation of these components to prevent one from negatively impacting
another’s performance. Without isolation, failures or delays in one component can cascade into
system‑wide instability. For example, in the pilot study for MiWaves [4,26,27], both the algorithm
and the intervention backend were deployed on the same machine without isolation. Because
they shared memory and CPU resources, the system experienced memory management issues
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that eventually caused both components to crash, negatively impacting the intervention delivery.
While the developers involved inMiWaves systematically tracked these crashes with the help of a
monitoring system (§4f), such instability can easily go unnoticed and untracked. If not recorded,
these issues can silently alter the data being collected during deployment, impacting the scientific
validity and reproducibility of data. Ensuring such environment and component isolation is cen‑
tral to deployment reproducibility, as it guarantees that system behaviour can be replicated across
environments, and any decisions made in deployment can be traced to a consistent and auditable
execution context. This type of instability can be effectively avoided by utilizing containerization
and orchestration tools—such as containersmanagedwithDocker, and orchestration frameworks
like Kubernetes [42,43]. These tools are widely used to isolate critical system components by allo‑
cating dedicated resources to each component and enforcing strict software dependency versions
independently.

(b) Autonomous algorithm design

Design algorithms for autonomous operation
Design algorithms to run autonomously with pre‑specified update rules and stability
guarantees, avoiding manual modifications during deployment to preserve scientific
integrity.

In clinical trials for digital interventions, online AI decision‑making algorithms are consid‑
ered part of the intervention itself. As such, they are subject to constraints on modifiability—
particularly in clinical trials, where the intervention logic must be pre‑specified in the study
protocol. Once a trial has been launched, any changes to the algorithm’s behaviour or logic are typ‑
ically prohibited tomaintain scientific integrity [44]. To support this requirement, algorithmsmust
be autonomous, meaning they operate independently once deployed,without requiringmanual in‑
tervention or modifications during the study period. In practice, this autonomy necessitates the
use of computational procedures that provide stability guarantees—ensuring that the algorithm’s
behaviour remains controlled, interpretable and robust to new data throughout deployment.
Algorithms must be designed (in phase 1) such that they are capable of learning online using
well‑defined update rules, without requiring mid‑deployment calibration. This autonomy also
directly supports deployment reproducibility: by ensuring that the algorithm runs uninterrupted
and unmodified throughout the trial, the system’s behaviour remains consistent with what was
pre‑specified in the study protocol. Any observed outcomes can thus be reliably attributed to a
fixed, well‑documented process, rather than to ad hoc or undocumented adjustments.

For example, during the MiWaves pilot study, the algorithm designers utilized a simple
Bayesian learning set‑up to derive closed‑form posterior updates for model parameters, enabling
stable online learning and avoiding convergence issues associated with more complex Bayesian
inference techniques. Future work could use approximate inference methods like approximate
Bayesian computation, for settings where closed‑form posteriors are unavailable [45,46]. These
approaches offer a promising direction for autonomous online learning with tractable approxi‑
mation guarantees.

(c) Data storage

Log all data for full algorithm traceability
Log all inputs, outputs, model states, update steps and sources of randomness during
deployment to enable exact post hoc reconstruction of algorithm behaviour.
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To ensure reproducibility in online AI decision‑making algorithms for digital interventions,
it is essential to systematically store all data used in the decision‑making and update process.
This includes not only self‑reported data or raw sensor streams but also any processed features
or summary statistics if those are the actual inputs to the algorithm. In addition, intermediate
outputs—such as decisions made, observed outcomes, model states and update parameters—
should be logged. Each data point, particularly those from smartphones or wearables, should be
logged with its local device timestamp. Relying solely on backend timestamps can introduce in‑
accuracies due to communication delays, which may compromise reproducibility. Minor clock
drift can typically be corrected post hoc if local timestamps are available.

When storing the entirety of reproducibility‑critical raw data in its original form may not be
feasible due to local storage constraints (e.g. sensor data sampled on the order of 10 Hz to 100
kHz), it is critical to thoughtfully employ the combination of lossless compression techniques, lo‑
cal or on‑device storage (e.g. micro secure digital card) and asynchronous data synchronization
with cloud storage. Without local storage, extended connectivity outages can lead to irreversible
data loss, posing a serious risk to reproducibility. Compression can help reduce storage needs,
but decompression procedures must be retained to allow accurate data reconstruction.

When raw data cannot be transmitted in real time due to bandwidth or power limitations,
parts of the online AI algorithm—such as decision logic or model updates—may need to run on
local devices capable of computation near the data source, often referred to as edge devices (e.g. a
smartwatch or smartphone). These devices should locally store input summaries, decisions made
and model state, then transmit them asynchronously to the cloud when possible. To manage lo‑
cal storage, data should only be overwritten after a successful cloud upload. In practice, uploads
from such devices are best scheduled during charging periods or when the device is connected
to Wi‑Fi, to minimize power consumption and avoid transmission failures. This ensures that crit‑
ical data are retained locally until reliable upload is possible, supporting reproducibility even in
settings with intermittent connectivity.

One example that illustrates many of these challenges is the photoplethysmogram (PPG) sig‑
nal, a common high‑frequency input used in digital health interventions to estimate heart rate
variability. The rawPPG signal reflects changes in peripheral blood volume, but itmust be filtered,
quality‑checked and segmented to extract inter‑beat intervals. These pre‑processing steps—such
as filter parameters, quality thresholds and artefact removal procedures—must be well docu‑
mented and consistently applied. Without this, variability in processing pipelines can produce
inconsistent results that reflect software differences rather than underlying physiology.

Accurate timestamping is also critical. If local timestamps are not recorded at the device level,
transmission delays can cause sampling intervals to appear irregular, compromising the integrity
of the signal and violating reconstruction assumptions (e.g. Nyquist criteria). Inconsistent sam‑
pling ormissing data due to connectivity lossmay result in gaps or distortions that alter algorithm
behaviour. To avoid this, devices should retain data locally with high‑resolution timestamps and
only overwrite after confirming successful cloud upload. When connectivity is unavailable and
the device cannot temporarily store data (i.e. lacks buffering support), permanent data loss can
occur. In such cases, even recreating the same input context may yield divergent outcomes due
to inconsistent data availability.

If storing raw data is infeasible, then the summaries or features used in decision‑making must
be logged, along with the code used to generate, compress and decompress them. For proba‑
bilistic algorithms, additional elements—such as random seeds, model parameters and update
timestamps—must be recorded to enable exact reproduction of algorithm behaviour and support
post‑deployment analysis.

Finally, it is essential to validate that algorithm updates are reproducible from stored data. Be‑
fore deployment, researchers should confirm that the online learning pipeline produces consistent
outputs from logged inputs. After deployment, these updates should be recreated offline to verify
alignment. For example, in the Oralytics [24,25] and MiWaves [4,26] studies, model parameters
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were reconstructed after each update and matched against deployment logs to confirm repro‑
ducibility throughout the trials. These validation procedures reinforce deployment reproducibility
by ensuring that online decisions can be exactly replayed from logged states.

(d) Delayed and missing data for decision-making

Preserve real‑time decision data
Preserve the exact data version used in real‑time decisions, including imputed values, and
never overwrite with delayed ground‑truth data to ensure reproducibility.

Online AI decision‑making algorithms deployed in digital interventions often utilize stream‑
ing data from sensors and individual inputs for decision‑making. However, these data streams
can be subjected to delays, dropouts or corruption during real‑world deployments, which can im‑
pact algorithmic performance and compromise reproducibility if not properly accounted for. For
example, in the Oralytics study, the decision‑making algorithm used real‑time toothbrush sensor
data to deliver personalized interventions. However, delays in receiving the data occurred due to
issues such as improper docking of the toothbrush and Bluetooth orWi‑Fi connectivity problems.
Data were permanently lost in some cases because the toothbrush lacked onboard storage and
could not transmit data to the cloud. Unfortunately, the toothbrush was a commercial product.
Thus, the team had no control over whether local storage was available onboard the toothbrush,
as discussed in the prior subsection on data storage. Despite these challenges, the algorithm had
to continue functioning to make decisions with delayed or missing inputs. These lapses under‑
score the need for robust strategies to handle delayed and missing data during deployment, both
to maintain algorithm performance and to ensure reproducibility.

When data are delayed or unavailable, it is critical to clearly document and archive the exact
version of the data used for online learning or decision‑making. If imputation is used to substitute
missing inputs, the imputed values must be stored separately and preserved for reproducibility.
These datasets should not be overwritten when the actual data become available later. Failure to
do so can make it impossible to faithfully reconstruct how the algorithm operated in real time.
For instance, in one deployment of HeartSteps [36], communication delays resulted in recent step‑
count information not being accessible to the algorithm at the time the algorithm needed to make
decisions. In these scenarios, the online AI algorithm used imputed step counts tomake decisions.
However, these imputed step count valueswere not logged, and later, when the real step‑count in‑
formation became available, it overwrote these imputed values, erasing the operational conditions
underwhich real‑time decisions had beenmade. As discussed in the limitations of a post hoc analy‑
sis utilizingHeartSteps [36] deployment data, the lack of imputation recordsmade it impossible to
reconstruct the decision parameters used by the algorithm at specific decision‑times—ultimately
undermining the reproducibility of downstream scientific analyses. This example highlights why
preserving the exact version of data used at decision‑time is central to deployment reproducibility.
Without storing imputed or provisional inputs alongside later ground‑truth values, it becomes
impossible to replay the system’s behaviour under actual operating conditions, breaking the audit
trail needed for reliable analysis and interpretation.

(e) Algorithm version control

Track algorithm logic with version control
Use rigorous version control to document every logic or code change to the algorithm, and
record the deployed version at all times for traceable decision reconstruction.
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During phase 1, the online AI decision‑making algorithm may undergo multiple revisions or
modifications. Further changes can occur in phase 2 (even during deployment) to address emerg‑
ing issues, such as unforeseen technical constraints or bug fixes. These changes differ significantly
from the online parameter updates performed during algorithm optimization; rather, they reflect
changes in the algorithm’s core logic or structure. To ensure reproducibility, it is crucial to system‑
atically track all such logic and code‑level modifications using rigorous version control practices.
It is equally important to documentwhich specific software version of the algorithmwas deployed
at any given time. This typically involves maintaining a detailed, version‑controlled repository—
using tools such as Git—which records each change, including the specific code modifications,
the rationale behind them and corresponding timestamps. This applies also to code used for
pre‑processing input data from sensors and data collection tools, as well as data compression
algorithms used to minimize storage requirements on edge devices and in the cloud.

For instance, during the MiWaves pilot study, the algorithm developers identified a bug in
the online AI algorithm that caused it to incorrectly determine the time of day for each deci‑
sion point. The bug was subsequently fixed, and the corrected algorithm was thoroughly tested
to ensure the issue no longer persisted. The corrected algorithm was assigned a new version
number and was deployed while the study was still ongoing. This version change was appropri‑
ately recorded, ensuring that all subsequent decisions could be attributed to the correct algorithm
version—an essential step for maintaining reproducibility of the algorithm’s decision‑making.
This example underscores the importance of having algorithmic version control to enable accu‑
rate reconstruction of decisions, verification of intervention outcomes and overall transparency
throughout the study. Rigorous version control therefore serves as a cornerstone of deployment
reproducibility, since it guarantees that every decision can be traced back to the exact algorithmic
logic that produced it.

(f) Monitoring system and fallback methods

Use monitoring and fallbacks for safe delivery
Deploy a monitoring system to track algorithm behaviour and support failure diagnosis
and define fallback methods to ensure consistent intervention delivery even when errors
occur.

Whilemonitoring systems have long been used in clinical trials [47–49]—to ensure intervention
fidelity, assess participant engagement and catch operational failures—onlineAI decision‑making
algorithms introduce novel and under‑addressedmonitoring challenges. Here, intervention fidelity
refers to the extent to which an intervention is delivered as intended. In the context of online AI
systems, this includes whether the algorithm generated decisions at the correct times, used the
appropriate inputs and behaved according to the deployed logic. The presence of an adaptive
feedback loop significantly amplifies the potential consequences of system failures, data incon‑
sistencies or undetected bugs.Without a dedicatedmonitoring system for the onlineAI algorithm,
failures in intervention systems powered by online AI algorithms can propagate rapidly and
silently, compromising intervention fidelity, scientific validity and reproducibility. These failures
can result in corrupted deployment data, missed or inappropriate interventions and ultimately,
invalid post‑deployment analyses. In theworst‑case scenario, such failures can lead to unintended
participant harm, particularly if the AI algorithm is delivering biobehaviourally significant inter‑
ventions. To address these challenges, recent frameworks have proposed systematic approaches
to designing monitoring systems specifically for online AI decision‑making algorithms in digital
health [50]. By recording key metrics (e.g. model inputs, outputs, system states, errors and ex‑
ceptions) in a time‑synchronized and queryable format, monitoring systems enable researchers
to reconstruct algorithm behaviour and validate whether the system functioned as intended
throughout deployment.
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However, monitoring alone is insufficient. Fallback methods are essential to ensuring that in‑
tervention delivery remains functional even when the online AI system encounters operational
failures. These are predefined safety nets that activate in the presence of critical errors, miss‑
ing data or system crashes. Without them, system failures might be handled inconsistently or
arbitrarily—often through ad hoc human decisions that are undocumented and difficult to re‑
produce. This makes it nearly impossible to reproduce the algorithm’s behaviour or interpret the
effects of interventions. By providing a consistent andwell‑documented response to failure condi‑
tions, fallback mechanisms help maintain the traceability and integrity of decision‑making, even
when the system is running in real‑world conditions where things can go wrong.

For instance, in the Oralytics study [24,25], a fallback intervention decision was executed if
the online AI algorithm failed to retrieve the necessary data to form a decision. The fallback in‑
tervention strategy was randomly selected among the available intervention options with equal
probability. Although these interventions were not personalized using the online AI algorithm,
this ensured that individuals would still receive an intervention decision, preserving both the re‑
liability of the system and the completeness of collected data required for scientific discovery and
iterative deployment. Together, monitoring systems and fallbackmethods are essential for deploy‑
ment reproducibility by ensuring that system behaviour and decision‑making can be reconstructed,
even in the presence of failures.

5. Discussion
Reproducibility is not a purely academic concern. It is essential for both researchers and prac‑
titioners. For researchers, reproducibility enables reanalysis of past deployments, refinement of
models and valid causal inference—all of which depend on high‑fidelity, reliable system execu‑
tion. For industry stakeholders, it supports dependable product behaviour, streamlined algorithm
updates and reduced operational risk. In digital health research, where interventions and as‑
sociated algorithms are iteratively revised to accommodate evolving technologies and shifting
real‑world conditions, reproducibility and fidelity are indispensable.

This article proposed a workflow aimed at addressing critical challenges related to the repro‑
ducibility and reliability of online AI decision‑making algorithms in digital health interventions.
These challenges arise both across deployments—where algorithms are repeatedly designed,
tested and refined—and within deployments, where algorithms must respond in real time to
dynamic individual contexts, data irregularities and system constraints. The workflow is struc‑
tured around three key phases: (i) online AI algorithm design, (ii) integration, assurance and
deployment, and (iii) post‑deployment analysis. Each of these phases maps onto a distinct re‑
producibility objective introduced in §1: design reproducibility in phase 1, deployment reproducibility
in phase 2 and inference reproducibility in phase 3. This framing highlights how ourworkflow oper‑
ationalizes reproducibility across the full life cycle of an online AI system for digital interventions.
Section 3 introduces these phases and §4 offers concrete, field‑tested recommendations based on
real‑world deployments of HeartSteps, Oralytics and MiWaves. These include isolating software
environments and system components, designing autonomous algorithms with stability guaran‑
tees, logging inputs and outputs for traceability, preserving real‑time decision context despite
data latency or dropouts, implementing version control for algorithm logic and deploying mon‑
itoring systems and fallback methods. Together, these recommendations translate the abstract
goal of reproducibility into a set of operational practices that can be implemented across diverse
deployment settings.

At the same time, achieving reproducibility in practice is inherently constrained by real‑world
limitations. In many cases, digital interventions rely on commercial systems—such as wearable
sensors, smartphones or cloudplatforms—whose internal software or data pipelines are not trans‑
parent or controllable. These systems may update their firmware or processing logic without
notice, making it more difficult to achieve reproducible results even when the same inputs are
presented. For example, a commercial wearable may alter its step‑count algorithm or apply new

Downloaded from http://royalsocietypublishing.org/rsta/article-pdf/doi/10.1098/rsta.2024.0607/6141318/rsta.2024.0607.pdf
by guest
on 16 June 2026



15

royalsocietypublishing.org/rsta
Phil.Trans.R.Soc.A

384:
20240607

.............................................................................................................

filters without informing developers, breaking assumptions of consistency across deployments.
These constraints must be acknowledged as inherent limits on reproducibility, particularly in
intervention systems built atop proprietary platforms.

In short, reproducibilitymust be treated as a central design goal in onlineAI for digital health—
pragmatically pursued, transparently documented and continuously evaluated. While perfect
data reproducibility may not always be achievable, systems should be engineered to support
it to the greatest extent possible. Doing so is essential not only for scientific validity and indi‑
vidual safety but also for enabling the kind of continual learning and iterative refinement that
underpins adaptive digital health interventions. As the field continues to evolve, centring repro‑
ducibility in the design and deployment of online AI systemswill be key to building digital health
interventions that are not only effective but trustworthy, sustainable and scientifically robust.
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